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Web Application Firewall (WAF)
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HTTP Traffic Sources
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1. Uavriunasloudiusuuuudnog lastEgauveyasduuunisloud (Signature) un1sasoodu
51nS1:K9IN OWASP ModSecurity Core Rule Set (CRS) Ativauriunolan laganuisalooriuld
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e SQL Injection (SQLI)

® Cross Site Scripting (XSS)

® | ocal File Inclusion (LFI)

® Remote File Inclusion (RFI)

® PHP Code Injection

® Java Code Injection

® HTTPoxy

® Shellshock

® Unix/Windows Shell Injection

® Session Fixation

® Scripting/Scanner/Bot Detection

® Metadatal/Error Leakages
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THE 1 LINE 0F DEFENSE

Documentation FAQ  Suppart  Dosate

2. Geo Country Block (GeolP Policy) - 9111an1stvafivaudseinAdunio

3. HTTP Rate Limiting - Jaofiun1slou@uuu DoS/Brute Force lagndUAUDIUOU Request
doyovloan

4. doswiunouUasasisludouven Security Headers voutSulsd dodelud

® X-Frame-Options

® Strict-Transport-Security
® X-Content-Type-Options
® Referrer-Policy

® Permissions-Policy

® Content-Security-Policy

5. sovsuluslaneanisdoansinuae [Eun HTTP/.1, HTTP/2.0, HTTP/3.0 ta: QUIC (UDP)
MikniswoudalSovunastus:ansniwgoda
6. d1U1SOUSKISDANIS Certificate 0MUADIWADONISVOLKEGOIU

o awsalildnD Certificate Ao INKIKUSNNS KT Free SSL Certificate
91N Let’s Encrypt

e stUUSELSUNASHA DNS Challenge AU DNS Sulh tWoriinisnauin
Tawundevnnsve Certificate tWdaluld Iigno=uRTKUSN1S DNS
U Cloudflare, GoDaddy, Namecheap (Judu
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waaws: awuisonntidudnoudaaanedp dosranisUs:du
dawan1sustldu TLS Certificate Wautdulsd Qualys SSL Labs (www.ssllabs.com/ssltest/)

v

Home Prejects Qualys Free Trial Contaey
Qualys. s5L La

HOW WELL DO
YOU KNOW SSL?
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Scan Anothars
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uasn1suUstlOuU Security Header (www.securityheaders.com) AlaAzuuufus:augo

Home  Absut APl

Security Headers

reens i Probely

Scan your site now

Sean

Grand Tolals Recent Scans Hall of Fame Hall of Shame

Security Report Summary
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Firewall Protection

insn:UavnAulnSovaonisonola

- — ..”
DoS _~ Wl

1. Syn Proxy Protection

Uoavnunsloud SYN Flood attacks

2. Threat Intelligence Blacklists
oJlaadaluldonngiuvayanano 91N Firehol Level 2 ua: AbuselPDB Wonsoodulazudon IP
nqucmssu[oum anunsnacnodEnoNNsToud DoS/DDoS AEURDS:UUOSD

3. Auto Log Analysis & IP Blocking

31ns1:K Log wuiBealny asoddunsawinkSamanisadmaunad tsu wenenuvnéiv URL Kane
PATH (PATH Traversal), lowidgodwmansadlou@iranads:=inn gad szuud:zudanlow (IP) saluda
nun

4. Offload WAF Load

nMsudanaoud Firewall Layer yogaans:zvon WAF TRIwWraaw: request NdAcYoS q ik
stuulagsoulafosuasnoudauavldisovu
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PQC Ready (Post-Quantum Cryptography)

wSsuwsaugdegnnoaudu dounastiaskanUaaanearkiin

P0G

Post-Quantum
Cryptography

READY
(o s

1. sovsuinalulad Post-Quantum Cryptography (PQC) uuu Hybrid
FoBUN0STIU X25519MLKEMT768 (MU NIST AWAIUNISHNDIUSEKOND X25519
(Elliptic Curve) ua: ML-KEM768 (Module-Lattice-based Key Encapsulation)
Wiot¥IEND Us:ananwavuasnonulasarisdenisloudoinneuiolaasnoaudi
wSou Fallback TUTH X25519 dmrsuaunsnisulinAlusonsu ML-KEM768
WWosSnuInoUVAAUTERUSELULGY

2. Virtual Patch d11SU Legacy Apps Agvlusovsu PQC
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Multi-Factor Authentication (MFA & Access Control)

naswvanvnUulouINNIISKanUu

1. SovSU MFA WU TinyAuth (Opensource)
® OAuth with Google / GitHub
® | DAP Authentication

2. Access Control
® HTTP Basic Authentication
® |P Allowlist

KUNBKA: W10oS OAuth / LDAP / GitHub 10U b U Implement WWULAU
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Value-Added Features

unNngwAloviu Aenistwuuszansnawuaznoudiangu

N
! WIRTUAL PATCH

Dashboard

0.00 B 124 %] (%] %]

Web Request Top 18 IF Traffic Origin

Top 18 IF Request Origin Top 18 Threat Origin Categories of Attacks

1.Virtual Patch @1uU1s09aGdovKo Zero-Day [Aiun

2.sovsunstudaveyanvi TLishosdulwadsunaw, CSS, JavaScript lagdanasiu Brotli wiou
StUU Cache Voyasunw ritiénisusnisidulsdlkaaveyaldsoal§ounnvutazaanisty
Bandwidth

3.s9psun1sdovayanisosiosnauwolnasiunisiBanvdulsd nsaloudidulyd lusUuuu Syslog
protocol 1§ Bosevsunisidoudariustuu SIEM K80s:UUSIASTEK Log doy thionisasoodou
LAESIYOIUKANISOINDIWUADANYUUUASUIDDS

4.stuudnsvaliudssdanisiBonu (Audit Log) vovri{Gou

5.s00SUNISUSULINBUL0a (Time Synchronization) nun1suanla luoro:UsSungUIDaNUNIL
anuuunasdneuwkosd (NIMT) Wudu

6.500SUN1SAQALIUU On-Premise lagwuaunsal Appliance KSo Server soudvanuisadadviu
sUuuu Virtual Machine 1d

7.lushralawuitiusnis KdaUsUU Traffic soudbus:ansnwiun1ssopsuUNISAtEOUVOLRTE
lagvedhAavuagiiuaunsai (Hardware) K9 Cloud Service Ranfdontdoruusnisidiae

—

8.dstuudalivanavayanisvatBorudulsd
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Extra Service - Incident Analysis & Report

dogaanisiovriu AousrgvIunazNIsIASIAIKANISHU

Incident Analysis
A Report

I

Daily Event
Overview

=

e e

-

Top Traffic
Origin
-

Top Threat
Origins
-

Categories
of Attacks

i

I
7

Custom Incident Analysis

uSnisiasudnksuanfinnidiovnisioyalBoan:

* NIWSOUWKANISEUSTI8IU (NSTW + Dashboard)

® Top 10 IP Traffic Origin

® Top Threat Origin

® Categories of Attacks (SQLi, XSS, DoS dad)

e Custom Incident Analysis 1AS1EALD1DD 1GU DN1sloudonuUstinAladd gag



